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Introduction
[Company name] recognises its responsibility and is committed to a policy of protecting the rights and privacy of individuals (including employees, candidates, customers and others) in accordance with the Data Protection Act. 
This policy applies to all [COMPANY NAME] sites including branches and any activities that take place on third party sites.
Any breach of this Policy may result in [COMPANY NAME]’s disciplinary procedures being instigated.
Data Protection Principles
Data means both Personal and Sensitive Data for the purposes of this policy
Personal Data means data relating to a living person who can be identified from that information or from that data and other information in possession of the Data Controller. Personal data includes name, address, telephone number, ID number. Personal data also includes expression of opinion about the individual and of the intentions of the Data Controller in respect of that individual.
Sensitive Data means any data which is different from personal data and relates to racial or ethnic origin, political opinions, religious beliefs, trade union membership, health, sexual preferences, or criminal convictions. Sensitive data is subject to much stricter conditions of processing.
Data will be held in accordance with the following principles and in line with the government-backed, industry supported Cyber Essentials Scheme:
· It will be processed fairly and lawfully. 
· It shall be obtained for specific and lawful purposes and not processed in a manner incompatible with those purposes. 
· It will be adequate, relevant and not excessive in relation to the purpose for which it is held. 
· It will be accurate and, where necessary, kept up to date. 
· It will be kept only for as long as necessary. 
· It will be processed in accordance with the rights of data subjects under the Data Protection Act. 
· Appropriate technical and organisational measures will be taken against unauthorised or unlawful processing and against accidental loss or destruction. 
· Generally, it will not be transferred to a country or a territory outside the European Economic Area. 
· [COMPANY NAME] employees are responsible for ensuring that personal data supplied to [COMPANY NAME] is accurate and up to date.
Your Rights
· All individuals have the right to access Data relating to him / her which is held by [COMPANY NAME]. 
· A request must be made to the Director using the Subject Access Request form. This is available by contacting the Director. 
· [COMPANY NAME] will charge an administration fee of £10 for each request received. 
· The requested information will be provided within 40 days of receipt of the completed form, unless there is sufficient reason for delay. 
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· Compliance with Data Protection legislations is the responsibility of all [COMPANY NAME] employees. 
· All [COMPANY NAME] employees are responsible for ensuring that their Data supplied to [COMPANY NAME] is accurate and up to date. 
· Data about any individual must not be obtained, processed or disclosed without that individuals consent in writing. This includes obtaining consent for direct marketing activities. 
· All employees are responsible for ensuring that Data is held securely and is not disclosed to any unauthorised third parties. 
· Data must only be kept in line with [COMPANY NAME]’s Data Retention Policy. 
· Employees must not take original copies of data away from [COMPANY NAME] premises. 
· Employees must not store any Data on any private computers or any other private storage medium. 
· Employees must not use a non-[COMPANY NAME] email account for [COMPANY NAME] business. 
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